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Summary 

This German enterprise helps SMEs in Europe and beyond to autonomously monitor and secure 

their entire IT landscape. Their unique product enables their customers to close security risks 

before they become a problem and identify faults before a customer realises them. They are 

looking for partners to cooperate under licensing and distribution agreements for software and 

hardware respectively. 

Description 

Never before has the security of online data been as important as today and, yet, many enterprises 

still face threats to their networks on a regular basis. 

 

The 2017 founded German company is a rapidly growing enterprise focussed on cyber security 

solutions for SME's. They are a team of highly trained and experienced experts in the field 

employing artificial intelligence (based on neural networks) and automated penetration testing to 

create a comprehensive cyber security suite that monitors web applications, servers, clients and 

network devices.  

 

The software can be used as Software-as-a-Service (SaaS) and OnPremises. In addition, the 

company can also offer the product as a hardware component (appliance). 

 

Their product enables the analysis of their clients' systems for potential security gaps in order to 

close them before they materialise into an actual problem/attack. This is enhanced by a 

sophisticated method to visualise logical IT environments as well as dependencies and 

communication paths to aid the analysis. 

 

The OnPremises version of the software is rolled out via docker containers which enables the 

entire set-up of the system to be completed virtually in no time at all. A daily update path for CVE 

(security gaps) and security configurations has been devised and if there is a version update of the 

software, this is done via a docker hub, too.  

 

In both cases, SaaS and OnPremises, the customer does not notice any update activity or the like 

even in live mode and can continue working normally without any downtime at all. 



 

Including the setup of servers, websites etc, the on-boarding usually takes 1-2 days and can be 

done remotely, if desired or required. 

 

The company works across all sectors and industries and is looking for partners across Europe 

(preferably Austria and Switzerland - but also the Middle Eeast other countries are welcome) to 

collaborate under licensing agreements to secure their company from cyber threats, as well as 

distributors to commercialise the German company's product abroad. 

Advantages and Innovations 

Advantages of the system: 

- Predictive analysis of the client's IT infrastructure to anticpate and, therefore, prevent cyber 

security attacks before they materialise. 

- Visualisation of the client's IT infrastructure to show dependencies and communication paths 

within it. 

- Intuitive handling of their products enables clients to get going within minutes - set-up time for 

the entire system, incl. websites and servers does not exceed 1-2 days and can be done remotely. 

- The companies product can be integrated into existing applications. 

- Easy production of (daily and, if desired, personalised and even white labelled) reporting 

directly from the tool. 

- Integrated alarm system with pre-configured scenarios common in everyday life up to AI-

supported monitoring. 

Stage Of Development 

Already on the market 

Requested partner 

The company is looking for partners in Europe and the Middle East looking to secure their 

company from cyber security threats but also for partners to commercialise their product.  

Tasks of the requested commercial partners comprise market planning, sales pursuits, delivery of 

services & products, marketing activities. 

 

Partners could be IT service providers, distributors of software, software resellers, IT consultants, 

system integrators that provide full-service IT-security. 

 


